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Abstract: The failure to achieve sustainable development in South Africa is due to the inability
to deliver quality and adequate health services that would lead to the achievement of
sustainable human security. As we live in an era of digital technology, Machine Learning (ML)
has not yet permeated the healthcare sector in South Africa. Its effects on promoting quality
health services for sustainable human security have not attracted much academic attention in
South Africa and across the African continent. Hospitals still face numerous challenges that
have hindered achieving adequate health services. For this reason, the healthcare sector in
South Africa continues to suffer from numerous challenges, including inadequate finances,
poor governance, long waiting times, shortages of medical staff, and poor medical record
keeping. These challenges have affected health services provision and thus pose threats to the
achievement of sustainable security. The paper found that ML technology enables adequate
health services that alleviate disease burden and thus lead to sustainable human security. It
speeds up medical treatment, enabling medical workers to deliver health services accurately
and reducing the financial cost of medical treatments. ML assists in the prevention of pandemic
outbreaks and as well as monitoring their potential epidemic outbreaks. It protects and keeps
medical records and makes them readily available when patients visit any hospital. The paper
used a qualitative research design that used an exploratory approach to collect and analyse data.

Keywords: machine learning; sustainable human development; good health and wellbeing;
sustainable human security and South Africa

1. Introduction

Sustainable human security, being the ability to protect and promote human
survival, sustainable human development, human dignity, and human sustainability,
depends on people’s good health and well-being. The failure to understand the role of
good health and well-being in promoting sustainable human security for sustainable
development has received scant academic attention in South Africa. It has posed
immense threats to security by leading to health service protests in various local
municipalities in South Africa. It has also made achieving good health and well-being
difficult and poses significant threats to national security through service delivery
protests. It has been noted that services in public health institutions are failing to meet
basic standards of care and patient expectations (National Department of Health, 2012,
p. 4). This failure has affected delivering adequate health services that lead to good
health and well-being. It has also continued to make citizens lose trust and hope in the
healthcare system and see it as incapable of delivering health services that alleviate
diseases for the achievement of human survival, human development, human dignity,
and human sustainability. Koelble and Siddle (2014, p. 1118) describe the healthcare
system in South Africa as ruined and in serious need of repair.
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Machine learning (ML) algorithms are one the Artificial Intelligence (Al)
technologies that learn from the data and concentrate rules from the data, then use it
to assess new data to achieve new insights that help address many problems ranging
from classification and regression to clustering. In modern society, ML algorithms are
the basis for granting loans, online product recommendations, and social media friend
suggestions (Adadi and Berrada, 2018). ML can help unlock data values, free up high-
value work, improve services for citizen queries, enhance predictive capability for
decision-making, and thus fuel innovative public services (Eggers et al., 2017).
Scholars presented the nascent status of governmental ML applications (Sun and
Medaglia, 2019) and the scarcity of related research (Gomes et al., 2019; Zuiderwijk
et al., 2021). However, in South Africa, ML algorithms have not been used to leap
their potential in promoting health services in the public and private sectors. This has
led to the knowledge gap and has affected the possibility of providing adequate health
services that lead to good health and well-being for sustainable human security.
Zuidermijk et al. (2019) have presented that such a failure to apply ML algorithms is
an effect of less Al expertise within the public sector. Furthermore, this failure is
caused by the lower expertise of public servants in governing the use of digital
technologies in public services. It is also caused by a lack of understanding that
sustainable security interacts with other securities that make human security to make
human security sustainable in Africa.

Good health and well-being are the third Sustainable Development Goals closely
related to sustainable human security. Good health and well-being result from
delivering adequate health services is the basis of all human securities. This is to say
that the existence and functionality of the other six human securities (economic, health,
environmental, personal, community, and political) depend on the delivery of adequate
health services. This is because a weak and diseased population becomes unable to
work, making it impossible for the population to achieve sustainable livelihoods.
Unstable health security resulting from a sick population and the existence of a heavy
burden of disease pose immense threats to livelihoods, causing more human
insecurities that deprive people of their freedom from wants and fear. Good health is
a significant pillar of sustainable human development because it influences people’s
well-being, strengthening their livelihoods and reinforcing their possibility of
achieving sustainable human security (Stoeva, 2020). There are numerous links
between human insecurity and infectious disease outbreaks (Institute of Medicine,
1992; Institute of Medicine, 1997). Achieving sustainable human security that
promotes good health and well-being in South Africa has become a critical challenge.
The lack of good health and well-being triggers political violence and promotes the
recurrence of former conflicts that have been addressed before (The White House,
1994).

As there are links between political violence and health insecurity, it can be said
that infectious diseases and disease burden are significant challenges in South Africa
that contribute to a slowdown in economic growth. A stagnant economy is a threat to
achieving sustainable human security because it breeds all sorts of violence, starting
with family and social protests to political violence. Armour (2008) argued that an
economic slump does not only cause family violence but is also implicated as a cause
of familial violence and the breakup of families. Inadequate and disparities in financial
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income have led to homicides, suicide killings, and crimes (Winton et al., 2008) and
have triggered deadly violence in society, thus posing threats to human security.
Increased financial stress affects the achieving sustainable health security and
promotes domestic and national violence that affects national security.

Achieving sustainable human security that leads to social order, rule of law, and
stability depends on good health and well-being. Sustainable human security, in the
context of good health and well-being, means a situation that exists when citizens
receive quality and adequate health services that cure their diseases from the root
causes with protective and preventative mechanisms that protect them from any other
diseases so that they are free from fear and wants. This means that people can live with
fewer diseases and are empowered to control and manage those diseases if they occur
so that they can continue living with dignity. Poor healthcare services destabilize the
vital core of human lives because these services do not allow the possibility of
achieving good health and well-being, thus undermining the ability to achieve
sustainable human security. Healthcare systems in Africa are unworkable conditions
with poor health outcomes (Oleribe et al., 2019).

Providing health services that lead to good health and well-being depends on the
nature of the healthcare systems in place and the support those systems receive from
the government. Unfortunately, healthcare systems in South Africa have suffered from
colossal neglect and a lack of resources that have hindered achieving good health and
well-being for sustainable human security. Scholars have argued that for so many
years, healthcare systems in Africa have suffered from issues that result from a lack
of solid healthcare institutions, lack of adequate human resources, and financial,
technical, and political developments Roncarolo et al. (2013); Oleribe et al. (2019).
Petersen et al. (2017) said numerous African countries cannot meet the fundamental
requirements for proper healthcare systems. Marais and Petersen (2015) and Oleribe
et al. (2019) argued that poor governance and lack of adequate funds to support
healthcare systems in Africa hinder the provision of adequate health services that
would promote good health.

Moreover, in South Africa, Maphumulo and Bhengu (2019, pp. 2-3) argued that
the healthcare system continues to suffer from “prolonged waiting time because of
shortage of human resources, adverse events, poor hygiene, and poor infection control
measures, increased litigation because of avoidable errors, shortage of resources in
medicine and equipment and poor recordkeeping.” These challenges have resulted
from weak public health leadership, inadequate health legislation, and reliance on
manual medical records. It also results from a lack of sufficient health workers,
corruption within the healthcare system, and failure to predict the outbreaks of
pandemics. These challenges have affected the provision of adequate health services
that would lead to good health and well-being. Achieving sustainable human security
depends on people’s ability to receive adequate health services. This would result from
a robust healthcare system. Such a robust healthcare system would be achievable using
innovative technology like ML. Applying ML technology to the healthcare system
would break the current impasse that hinders adequate health services in South Africa.

Obermeyer et al. (2016) and Rajkomar et al. (2018) noted that ML technology is
effective when used in the hospitals because it predicts patient readmissions, mortality
rates, and disease onset based on electronic health records (EHR) data. The ML
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predictive ability improves patient outcomes because it enables medical practitioners
to carry out early intervention and personalized treatment plans that better the health
of the patients (Aliper et al., 2016). ML can also be used in drug discovery, accelerate
the identification of novel therapeutics and optimize drugs for the patients (Shickel et
al., 2018). It has been further noted that the use of ML algorithms can help to analyse
molecular data, predict drug-target interactions, and design personalized treatment
regimens (Angermueller et al., 2020). The paper found that ML used in healthcare
services improves and ensures drug efficacy, reduces financial costs, and promote
accurate precision medicine. It would support and assist healthcare providers in
diagnosis, treatment planning, and patient management. This has been pointed out by
Caruana et al. (2015) and Shickel et al. (2018) that ML enable medical practitioners
to analyse diverse healthcare data sources, such as EHR data, medical imaging, and
genomic data, to generate actionable insights and recommendations. The paper thus
showed that the use of ML technologies in healthcare systems ensures good
governance and decision-making, enhances and improves workflow efficiency, as
well as reducing medical errors, thus lead to the delivery of adequate health services
that promote good health and well-being for sustainable development. However, the
use of such technologies has not been given full attention it deserves in South Africa.
It therefore presents a gap that has hindered the delivery of quality health services for
sustainable development in South Africa.

By recognising the knowledge gap, this paper aims to contribute to debates about
interactions between health security and people’s livelihoods and about the application
of ML technology in the public sector to transform the healthcare system to promote
adequate good health and well-being that leads to sustainable human security in Africa.
It strives to serve as a brief primer based on a literature review to answer why ML
should be used in the public healthcare system to achieve healthcare services that lead
to sustainable health security. It synthesizes research and cases in action as its
theoretical foundation to illustrate potential ML usage in the public sector as a proposal
for future research directions. It also helps ML experts and healthcare workers
understand the specific problems of healthcare provision in Africa, the linkages
between health security and other securities, and the need to apply ML technology to
healthcare systems.

Thus, the paper is structured as follows: While the first section provides a lengthy
introduction and background which explained the research problem and the aim of this
paper, the second section explained the research methodology that was used to collect
and analyse data. The third section is a literature review investigating the challenges
of healthcare systems in South Africa. It also examined the challenges of sustainable
human development, the threats the disease burden poses on human development, and
the interactions between good health and well-being and sustainable human
development. The fourth section explained the research methodology and techniques
for collecting and analyzing data. The fifth section explained a theoretical framework
that underpins this article. The sixth section consisted of discussions of the findings.
Concluding policy advice and research recommendations to maximize the potential
application of ML technology to healthcare in South Africa are given in the last part.
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2. Research methodology

The study used qualitative research methodology techniques to collect and
analyse data. The use of this methodology enabled to understand the ML practices in
public healthcare systems and its effects on improving the quality of healthcare
services (Streubert and Carpenter, 2002). The methodology also enabled the
researcher to assess lived experiences between the service providers and receivers,
learn more about how people think, and increased a researcher’s view of the role of
ML on goof health and wellbeing and as well as on the sustainable human security
(Bliss, 2016). Qualitative methodology enabled the researcher to assess and human
experience in daily life focusing on those actual experiences to learn more about how
individuals perceive those experiences (Delve and Limpaecher, 2022). The
experiences were the failure of the South African health systems to deliver quality
health services and the impact those services on the good health and health thus fail to
achieve human security that would enable the realisation of sustainable development
in South Africa. Burns and Grove (2009) argued that qualitative research is a
systematic and subjective approach to highlight and explain daily life experiences, and
to further give them proper meaning.

The data adopted was secondary and was collected from literature review through
desktop research. The use of a secondary data was useful and focused on the readings
from sustainable human development, sustainability, Fourth Industrial Revolution and
ML, human security, good health and wellbeing. Data sources included but were not
limited to journal articles, credible online sources, unpublished dissertations, policy
briefs and online newspaper sources that spoke to the research aim of the paper. The
data was analysed in narrative form through reflections, arguments and different
narratives that explain the role of ML in promoting good health and wellbeing, as well
as the role of good health and wellbeing in achieving sustainable human security thus
achieve sustainable development in South Africa and the challenges hindering the
possibility of delivering quality health services. The paper used exploratory research
technique to review the literature on ML and healthcare services to understand the
factors that hinder the delivery of quality and adequate health services. Exploratory
research technique was used because it is a valuable means of understanding what is
happening; to seek new insights; to ask questions and to assess phenomenon in a new
light (Yin, 1994). This technique was used to develop initial ideas and insights and to
provide new insights (Aakeret et al., 2007) on the effects of ML on the provision of
quality health services that promote good health and wellbeing for a sustainable human
development. This technique became significant because it helped to identify
problems within the South Africa healthcare systems, define the problem more
precisely and identify key data requirements (Kinnear and Taylor, 1996) needed to
answer the aim and objective of this paper. The exploratory research technique was
undertaken in this paper to explore unknown areas of the ML and to assess how these
areas used in public healthcare can improve the delivery of adequate health services
that lead to good health and well-being for a realisation of sustainable development.
Therefore, exploratory research technique illuminated the effects of delivering
inadequate health services on good health and wellbeing and explained its role for
achieving sustainable development in South Africa.
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3. Literature review

3.1. Healthcare system defined

A healthcare system comprises several institutional players, each playing its role
with a common shared objective of providing wholesome health service to patients.
The WHO (2007) states that a health system comprises all organizations, people, and
actions that aim to promote, restore, or maintain health. It includes efforts to influence
determinants of health as well as more direct activities that improve health. Cieza
(2019) argues that a health system is more than the pyramid of publicly owned
facilities that deliver personal health services; it includes the institutions, people, and
resources involved in delivering health care to individuals.

It is important to note that a good health system is built on trained health
professionals motivated to work passionately to save lives. It is argued that a health
system must be informed by a “well-maintained infrastructure, and a reliable supply
of medicines and technologies, backed by adequate funding, strong health plans, and
evidence-based policies” (Cieza, 2019, p. 6). However, healthcare differs from nation
to nation depending on the level of economic prosperity and the willingness of political
leaders to build and maintain well-structured health policies. There are stable health
institutions and economic prosperity in developing countries, where healthcare
systems are a priority and of great concern to everyone. Strong and working healthcare
systems must exist in every country, whether private, public, or mixed (Cieza, 2019).
Healthcare systems face challenges concerning quality, delivery, and cost of services
(Cieza, 2019). Many developing countries are experimenting with challenges to the
healthcare system resulting from weak health policies in place (Grant et al., 2013). A
health system is thus understood as one great system in which different health players
exist, either as elements or sub-systems.

3.2. The challenges of healthcare system in South Africa

Delivering adequate health services that lead to good health and well-being for
sustainable human security in South Africa has been hindered by numerous challenges.
These challenges that have jeopardized the healthcare system in South Africa include
prolonged waiting time because of a shortage of human resources, adverse events,
poor hygiene, poor infection control measures, increased litigation because of
avoidable errors, shortage of resources in medicine and equipment, and poor
recordkeeping (Maphumulo and Bhengu, 2019, pp. 2-3). They also include inadequate
budgetary allocations to health and poor governance of the healthcare system (Kirigia
and Wambebe, 2006; Kirigia et al., 2007).

3.2.1. Inadequate financing of healthcare

It is a significant challenge that has hindered the delivery of health services that
would lead to the achievement of good health and well-being in Africa. Inadequate
financing of the healthcare system in Africa is a significant problem that has increased
the disease burden and caused insecurity and the failure to achieve Sustainable
Development Goals. Oleribe, et al. (2016) have argued that inadequate human
resources are the foremost leading challenge in the healthcare system sector in Africa.
There is also poor availability of healthcare workers to deliver services, resulting from
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worker strikes, attendance at private practice (rather than public hospitals), internal
migration to big cities, and poor attitude to work WHO (2007). South Africa faces the
main challenge of a shortage of human resources for health. However, every
component of the healthcare system and health services delivery depends on the
people who provide the services (WHO, 2007). Omaswa (2014) argued that healthcare
provision depends on solid human resources, promoting a strong workforce.

3.2.2. Poor governance in the healthcare sector

A healthcare system in any country depends on strong leadership and governance
to deliver health services to the people. Weak governance and administration in the
public healthcare system have led to a vital decline in health service delivery. It,
therefore, means that the government plays a significant role in achieving efficient
governance for public healthcare that ensures that quality health services are delivered
to the people shortly to save their lives. Governance for healthcare in Africa remains
a critical issue that hinders the delivery of adequate health services. Poor governance
of the healthcare system in Africa is the reason for the delivery of poor health services.
Dye and Garman (2015) argue that healthcare managers’ unfamiliarity with
governance techniques hinders the effectiveness of healthcare services. Good
governance and a qualified healthcare working team can reduce conflicts within the
system, improve efficiency and productivity, enhance staff satisfaction, and advance
healthcare system performance (Mosadeghrad, 2013), which provides health services
that lead to good health and well-being of the people.

3.2.3. Prolonged waiting time because of shortage of human resources

A significant weakness in sub-Saharan African health systems is inadequate
human resources. Africa is said to have less than one health worker per 1000 people
compared to 10 per 1000 people in Europe (Fonn et al., 2011). Barron and Padarath
(2017) noted that health problems in South Africa are worsened by the unequal
distribution of health professionals between the private and public sectors and the
unequal distribution of public sector health professionals among the provinces. In a
study conducted by Tana (2013), participants affirmed the insufficiency and
inadequacy of health workers, which they described as leading to physical and mental
exhaustion and, in some cases, to further deterioration of their medical condition.

3.2.4. Poor record-keeping

Kama (2017) points out that poor record-keeping causes unnecessary patient
delays. Sometimes, patients’ folders are missing or lost, and instead of healthcare
workers explaining this to the patient, they let the patient wait for Kama (2017). In the
worst scenarios, the medical history of the patient is lost, which can create further
complications leading to incorrect diagnosis and, in some cases, death of the patient
Kama (2017). As reported by the Mercury (9 April 2015), the Pietermaritzburg High
Court ordered a district hospital in KwaZulu-Natal to hand over medical records to the
patient’s attorney in a case where the patient had in July 2006 delivered twins in the
hospital, allegedly losing one of the twins while the surviving twin suffered from
cerebral palsy because of hospital neglect (Regchand, 2015). The WHO (2007) has
suggested a framework that explains healthcare systems in six building blocks. These
building blocks include service delivery, healthcare workforce, healthcare information
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systems, medicines and technologies, financing, and leadership/governance WHO
(2007).

3.3. Sustainable human security

Sustainable human security is “protecting the state, its people, institutions, and
values from external attacks” (Roff, 2017, p. 3). Human security offers much to this
vibrant field of sustainable development. Sustainable human security highlights the
social dimension of sustainable human development based on sustainable health.
Sustainable health is based on three pillars: environment, economy, and society. Sound
and sustainable health strengthens the environment and enables the population to be
vibrant to sustain people’s economic income. Sustainable health also impacts society
positively because a peaceful society is based on a health system that promotes and
leads to adequate health services. The efforts and initiatives to advance human security
through strengthening healthcare institutions and enabling them to provide quality
health services are paramount. It means that sustainable human security is strongly
dependent on the provision of quality and adequate health services.

Sustainable human security stems from sustainable development and
encompasses respect for human rights, dignity, and growth. It also stems from the
ability of the people to access sustainable income, with efficient health and welfare to
work to overcome disease burden. It means that sustainable human security depends
on the ability of the people to achieve sustainable livelihoods. Roff (2017) argued that
the features of sustainable human security include planning and empowerment.
Planning concerns the ability of ordinary citizens to respond quickly and appropriately
to situations that might threaten their livelihoods. It is also concerned with the people’s
ability to address and handle complex cases such as diseases with the ability to access
guality health services that promote their well-being and welfare. Moreover,
sustainable human security concerns people’s empowerment Roff (2017). There are
links between human security and empowerment. It is because enabling is for the
people and is linked to human growth and development, making it an ongoing process.

Empowerment is people-centered, involving mutual respect and relationship,
critical reflection, caring, and group participation. Empowerment is critical in human
security because it enables people to be free from fear and wants and addresses
inequality that might lead to uncertainty. Empowerment promotes an equal share of
valued resources and gains greater access to and control over those resources (Perkins
and Zimmerman, 1995). It is also a process that enables people to gain control over
their lives, democratic participation in the life of their community, and a critical
understanding of their environment (Perkins and Zimmerman, 1995). Empowerment
leads to sustainable human security by involving active participation, critical reflection,
awareness, and understanding among and between the citizens. It also plays a
significant role in raising consciousness about the influence of powerful political and
economic structures and interests. It enables people to access and control essential
decisions and resources, enabling them to participate in governance (Homan, 2008).

Through empowerment, all forms and sources of inequality and imbalances that
promote and sustain oppression throughout society that lead to human insecurities are
identified and understood in society (Perkins et al., 2007). Empowerment liberates
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oppressed individuals to reach their full potential and motivates working or
unemployed people. It also houses the homeless and prevents discrimination in society
Perkins et al. (2007). Human security is sustainable through empowerment because it
focuses on ordinary people’s assumptions and attitudes and motivates people, whether
employees or employers, to work closely and collaboratively (Pigg, 2002). Motivation
empowers people in society to be self-help; it enables them to move from illness to
wellness, from ameliorating problems and deficits. It transforms and liberates oneself
and the community toward competence (Pigg, 2002).

3.4. Interactions between healthcare and human security

Human security involves economic, food scarcity, health, environmental,
personal, community, and political. However, among the seven dimensions or
categories, health is paramount because all the others lean on it (Gutlove and
Thompson, 2003). For example, a weak population that suffers from diseases cannot
have the ability to work to achieve a sustainable economic income, protect the
environment, and be free from fear and wants. Healthcare is essential to human
security because it protects the vital core of all human lives. Healthcare also enables
people to achieve their freedoms, which are free from fear and want to intensify their
human growth. It has been argued that without good health and well-being, people
would not have the ability to exercise their freedoms (Gutlove and Thompson, 2003).
It means that people’s freedoms that lead to sustainable human security depend on
their health status. It is to say that health security is directly linked to the people
because it enables people to exercise their freedom to pursue what they value in life.

Chen, Leaning, and Narasimhan (2003) link health concerns to six human
security dimensions. Adequate delivery of health services to the citizens enables them
to realize and achieve economic, food, personal, community, and political security.
The WHO (2013) argued that achieving adequate health services leads to people’s
happiness, energy to work, and harmonious relations, thus promoting the security of
all in society. The WHO (2013) further argued that all people’s health is fundamental
to attaining sustainable human security, making sustainable peace and security a
reality. Sustainable security points to sustainable health and welfare and their
contributions to a healthy population that strengthen human stability rather than secure
health. This is because, mainly in Africa, securing health has been for the class elite
and wealthy people, while poor people are left behind with a heavy burden of diseases.
Unfortunately, the literature has not developed adequate health services and their role
in leading to sustainable security. Achieving sustainable health and delivering
adequate health services that promote the sustainable welfare of the people leads to
sustainable peace and security in society. It, therefore, leads to sustainable human
security and acts as a prevention mechanism. The WHO (2007) argued that preventing
violence can be made possible if healthcare systems that provide quality health
services that lead to good health and well-being are a priority.

As seen in Africa, a lack of adequate and quality health services can ignite
political violence. For example, delivering inadequate health services in Burundi,
Somalia, and Zimbabwe has exacerbated political violence. The prevalence of poor
healthcare services in South Africa’s local municipalities has intensified social
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protests and strikes that threaten human security. It has been argued that most conflicts
occurring in Africa are intensified by the lack of adequate and quality healthcare
(Jaitman, 2015). This means people protest or venture into the streets to ask for their
right to access adequate and quality health services. Moreover, it has been argued that
stress caused by suffering from disease and the worsening of living conditions
contributes to an increase in political conflicts and uncertainties WHO (2007).

It has been further argued that for delivering adequate healthcare services that
lead to sustainable human security, there must be strong public policies that promote
adequate provision of services. These public policies must strengthen public health
institutions WHO (2013) and the use of digital technologies in the healthcare sector.
However, at the time of writing this paper, there is a gap between health insecurities
or threats in South Africa and the inability of the current healthcare systems to address
them. Therefore, this poses immense threats to human security, making the
achievement of sustainable human security in Africa impossible.

3.5. Role of ML in healthcare systems

The concept of ML was coined by Arthur Samuel and appeared in the literature
in 1950. It is a sub-technology of Artificial Intelligence (Al) (Samuel, 1959). ML
refers to “various statistical techniques that allow computers to learn from experience
without being explicitly programmed” Javaid et al. (2022). Jabbar et al. (2018) define
ML as developing algorithms to learn from data. Scholars have noted that this learning
typically changes how an algorithm works (Javaid et al., 2022; Schapire, 2008). The
ML system applied to service delivery recognizes faces because it studies the
collection of photographs, which enables it to depict and describe various people. The
ML system is subdivided into unsupervised learning and supervised learning (Javaid
et al., 2022). In service delivery, the ML system relies on robots, giving them the
power and ability to learn and work independently without human assistance (Schapire,
2008; Toh and Brody, 2021). This means the ML system is efficient and timely in
Africa because its functions do not need human intervention.

ML is an umbrella term encompassing various algorithms for natural language
processing, data mining, image processing, and predictive analytics. It is often called
algorithms and used interchangeably with Artificial Intelligence and automated
decision-making European Commission (2018). ML segregates different data types to
recognize patterns and attain a specific goal. ML enables computers to learn
automatically from experience instead of relying on manually, explicitly programmed
rules and generalizing the acquired knowledge to new settings (Beck et al., 2018) It
can automate repetitive tasks, handle the analysis of large datasets, and provide
predictive information in the public sector (Beck et al., 2018). ML algorithms can
extract meaningful information from more complex data than text (Beck et al., 2018).
Gebru et al. (2017) trained an ML model that extracts features from the image of
Google Street View in 200 US cities to estimate socioeconomic characteristics. This
model is more accurate in predicting household income and thus can reduce the cost
of labor-intensive door-to-door censure surveys and help solve the lag of demographic
changes between two surveys (Beck et al., 2018).

10
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ML enables Al to take place and allows the imitation of human behavior through
self-learning ML algorithms (Javaid et al., 2022). From a healthcare service delivery
overview, ML works without any intervention of middle persons who promote corrupt
arrangements and deals that affect the quality of health services. ML is available in
modern society. For example, the Google system uses ML, and every time an
individual searches on Google, he finds information. People who use technologies like
Alexa, Siri and Television Channels such as Showmax and Netflix to watch shows are
all possible due to ML (Mantari et al.,, 2020). Furthermore, ML has already
demonstrated considerable potential to enhance the effectiveness and accuracy of
many decision-making scenarios ranging from medical diagnosis, granting mortgages,
tax evasion, and terrorist activity identification (Mantari et al., 2020).

Role of machine learning in modern society

The overall role of ML is to make life simpler for human beings. Instead of
codifying knowledge into computers, ML seeks to automatically learn meaningful
relationships and patterns from examples and observations (Bishop, 2006). The best
scenario for better ML is where it is not complicated for people to work behind the
scenes and promotes efficiency and effectiveness (Bishop, 2006). Today, ML
algorithms are the basis for granting loans, online product recommendations, and
social media friend suggestions (Adadi and Berrada, 2018). The potential of ML in the
public sphere is grounded in the tremendous data availability and policy prediction
needs of this field (Kononenko, 2001). The use of ML in policymaking enhances and
increases transparency and accountability. Diakopoulos (2016) argued that
transparency and accountability are interlinked, reinforcing the other. ML promotes
transparency in the decision-making process to enable accountability and public
participation Diakopoulos (2016). The use of ML in the public service sector allows
policymakers and citizens to track the entire procedure and detect responsibilities
when some failures in service delivery are imminent. The essence of ML is continuous
automatic improvement through experience. ML has been used in science, technology,
and commerce. ML combines various disciplines, such as computer science and
Information Technology, statistics, psychology, neuroscience, educational practices,
organizational behavior, economics, and mathematics (Jordan and Mitchell, 2015).
Those disciplines that house ML are illustrated in the diagram below Figure 1:

11
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Disciplines relevant to Machine Learning

+ Artificial Intelligence Optimization Entropy Measures

Learning Predictors MDL Approaches
Meta-Learning Optimal Codes

+ Cognitive Science

+ Control Theory

* Information Theory
* Neuroscience
* Philosophy
+ Psychology Machine
« Statistics | Symbolic Representation S Learning

Planning/Problem Solving
Knowledge-Guided Learning

Bias/Variance Formalism
Confidence Intervals
Hypothesis Testing

Occam’s Razor = ANN Models
Inductive Generalization Modular Learning

Power Law of Practice
Heuristic Learning

Figure 1. Key Discipline relevant to Machine Learning.
Source: Mitchel (1997).

It has been argued that advanced ML use in modern businesses has enabled the
rise of intelligent systems with human-like cognitive capacity Shrestha et al. (2021).
ML has penetrated daily businesses and personal lives and has shaped the networked
interactions on electronic markets, thus enabling the smooth delivery of services. It
enabled companies to increase their ability to make decisions that promote
productivity, positive engagement with employees, and retention (Shrestha et al.,
2021). ML has enabled training that has promoted service providers and receivers to
understand the nature of services they are supposed to receive and how to receive those
Fischer et al. (2020). ML has enabled trading agents to shake traditional finance
trading markets and has enabled all-inclusive services that satisfy citizens (Jayanth et
al., 2018).

3.6. The branches of machine learning

In its application to modern society to enhance service provisions, ML has three
branches: supervised learning, unsupervised learning, and reinforcement learning.

3.6.1. Supervised machine learning

Supervised ML uses training data known as labelled data (Toh and Brody, 2021).
It is important to note that the training data has one or more inputs and has a labelled
output (Toh and Brody, 2021). Models use these labelled results to assess themselves
during training, to improve the prediction of new data, for example, a set of test data)
(Brewka, 1996). Usually, supervised learning models focus on classification and
regression algorithms (Alpaydin, 2014). It is vital to note that in most healthcare
systems in Africa, classification has become a common problem that hinders the
provision of adequate health services in numerous hospitals. ML can help address
these classification problems and promote efficient health services for citizens. Toh
and Brody (2021) have argued that diagnosing a patient involves a doctor classifying
the ailment given a particular set of symptoms in numerous clinical settings. They also
argued that regression problems tend to predict numerical results like the estimated
length of stay in a hospital given a specific set of data such as vital signs, medical
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history, and weight (Toh and Brody, 2021). Supervised learning methods include spam
classifiers, medical diagnostic systems, and face recognition systems over images.
Thus, these supervised learning systems make predictions using learned mapping
(Jordan and Mitchell, 2015).

3.6.2. Unsupervised machine learning

Unsupervised ML uses unlabelled data to find patterns within the data itself
(Libbrecht and Noble, 2015). Unsupervised data makes assumptions about the
structural characteristics of unlabeled data (Jordan and Mitchell, 2015). Unsupervised
ML relies on the algorithms to function and perform in any service delivery setting.
ML algorithms learn from the data and concentrate rules from the data, then apply the
learned insight to assess new data, allowing their gained insights to solve many distinct
problems ranging from classification and regression to clustering (Adadi and Berrada,
2018). It has been argued that its algorithms work marvelously and excellently in
clustering data into relevant groups and enable the detection of latent characteristics
that are not easily visible (Toh and Brody, 2021). It is important to note that in its
working, unsupervised ML leans on the computationally intensive and requires a
substantial amount of data to perform (L&ngkvist et al., 2014). The most common and
well-known algorithms are K-means clustering and Deep Learning (DL), and can be
supervised (Alpaydin, 2014). It is vital to note that the algorithms also perform
association tasks, such as clustering, and are considered unsupervised because they do
not depend on human inputs or interventions.

3.6.3. Reinforcement learning

Reinforcement learning (RL) subsumes biological and technical concepts for
solving an abstract class of problems. For instance, a robot or computer program in
any environment must necessitate an optimal behavioural strategy while perceiving
only limited feedback from that environment (Bertsekas and Tsitsiklis, 1996; Sutton
and Barto, 1998). RL aims to find a policy that maximizes the long-term reward.
Compared to supervised learning, where training data provide information about the
correct behaviour in particular situations, RL learning must be based on considerably
less knowledge. It is rooted in the neuronal and behavioural sciences and recent results
in computational neuroscience (Niv et al., 2005). It tries to bridge the gap between
formal RL algorithms and biological substrates (Niv et al., 2005).

RL has been used successfully to address several challenging sequential decision-
making problems in modern society LeCun et al. (2015). Together with DL techniques
have become most useful in healthcare problems as well as policymaking and
formulation processes. The combination of RL and supervised learning has been used
successfully in addressing problems of high dimensional state space (Goodfellow et
al., 2016; Schmidhuber, 2015). It has been noted that an artificial agent in the RL setup
tries to search for an optimal policy for a given set of states to maximize long-term
reward. RL has been successful in complicated tasks with lower prior knowledge
thanks to its ability to learn different levels of abstractions from data (Mnih et al.,
2015). For example, an RL agent can learn from visual perceptual inputs of thousands
of pixels (Mnih et al., 2015). The branches of ML are highlighted in the diagram below
Figure 2:
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Supervised Unsupervised
Learning Learning

Machine
Learning

Reinforcement
Learning

Figure 2. The Branches of Machine Learning.
Source: Silver (2016).

The use of ML in modern society to alleviate and address many problems that
face humanity is also incredible and significant. Schapire (2008) highlighted that ML
enables face detection and optical character detection. It helps detect faces in an image
and sort out the images of handwritten characters apart from those that are not. ML
has been found to detect fraud and fraudulent activities in several transactions,
diagnosing different diseases of patients, and as well as spam detection in classifying
emails which are spam or not respectively Schapire (2008). Moreover, ML has been
found to understand spoken language by detecting words spoken and classifying them
into a fixed set of categories. It has been found to enable weather prediction by
assuring meteorologists whether it is going to be sunny, rainy, windy, or snowy
Schapire (2008). ML has also been successfully used in customer segmentation to
make predictions of which clients are going to respond well to information or not. ML
has also been adopted in public and private sectors to trigger customers’ orders and
purchase a service from the service provider. In healthcare, ML would seek to have
results that are as accurate as possible. Moreover, ML enables policymakers to resort
to comparing similar policies abroad, performing policy trials, or developing statistical
models that assist in predicting likely outcomes. In this capacity, ML predictive power
allows policymakers to anticipate a policy’s impact before implementing it, supporting
policy adoption decisions. ML has successfully helped the public sector automate
many highly labour-intensive data processing and analysis activities. This has thus
increased the accuracy, efficiency, and speed of government services and actions.

3.6.4. Opacity of ML algorithmic technology in healthcare services

While ML algorithms enhance the decision-making capabilities of clinicians and
healthcare institutions, they entail trade-offs at the epistemic and normative levels
(Caroll et al., 2020). Applying ML algorithms to healthcare systems improves the
accuracy of medical diagnosis and treatments; however, algorithms have been found
to incur the expenses of opacity when trying to assess the reliability of a given
diagnosis (Caroll et al., 2020). ML algorithms affect the transparency of medical
treatments. This lack of transparency affects complex systems, such as EHR systems,
for ordering, communicating, storing, and retrieving clinical information (Herzog,
2019). For instance, during the treatments of patients, clinical record data entry and
record keeping, which order a patient’s medications, can involve automated dosage
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calculations (Herzog, 2019). This calculation may cause errors due to incorrect input,
malfunctioning software or hardware, erroneous formulas, inconsistencies in
medication recording, and difficulty in reading (or even finding) (Koppel et al., 2007).
This would thus affect the medical diagnosis and treatment of patients, preventing the
delivery of adequate health services that lead to good health and well-being.

Applying ML algorithms to healthcare without clear technological skills affects
transparency, compromising patient health and safety (Kaplan, 2020, p. 3). Kaplan
(2020, p. 3) also argued that “transparency, explainability, interpretability, testability,
understandability, identifiability of inherent biases or outright errors, correctability,
and accountability all are compromised.” However, the above are mainly fundamental
to accepting algorithmic recommendations in healthcare.” ML algorithms can
complicate understanding the resultant calculation, leading to errors that seriously
harm patients (Kaplan, 2020, p. 3). Moreover, Herzog (2019) has argued that if
humans train an algorithm, the nature and quality of that training and trainers may be
unknown. Furthermore, applying ML algorithms, if not supervised and monitored by
experts, may complicate assessing the underlying data (Cortez, 2017; Hoffman and
Podgurski, 2013). Scholars have argued that it is difficult to know how and why an
algorithm gives the results it does, resulting in a black box that leads to informational
asymmetries (Braun et al.,2020; Grote and Berens, 2020). Moreover, how the ML
algorithm works or gives the results is unknown to health professional workers and or
patients affected by it (Herzog, 2019). That makes assessing the algorithm and
associated ethical considerations, risks, and healthcare responsibilities complex and
challenging (Braun et al., 2020; Grote and Berens, 2020).

Endo (2018, p. 838) argued that the application of ML algorithms in healthcare
is essential, and yet, currently, there is a lack of understanding of the technology and
the cost of hiring technological experts. In the context of Africa, a lack of sustainable
financial resources to make use of ML algorithms technology would pose a challenge.
Topol (2019, p. 49) also associates the lack of transparency in healthcare when using
ML algorithm technology with the lack of health workers who are highly acquainted
with the workings of the technology. Topol (2019, p. 50) argued that algorithmic
opacity has led to the incorporation of transparency requirements. Burrell (2016, p. 6—
7) identifies three forms: “(i) Opacity as intentional secrecy, (ii) opacity as technical
illiteracy, and (iii) opacity from complexity as the mismatch between mathematical
machine learning outputs and human ways of interpretation.” Furthermore, the lack of
technological skills in ML algorithms during the treatments of patients in clinical trials
may lead doctors to refrain from questioning the validity of the computer models
altogether and develop over-confidence in machine intelligence (Burrell, 2016;
Hannun et al., 2019; Topol, 2019). Herzog (2019) argued that the distributed nature of
medical data fusion and aggregation may further result in epistemic opacity, thus
affecting the delivery of adequate health services. Moreover, financial constraints may
intensify the early application of opaque ML algorithms solutions at risk and thus
reduce life-saving accidental diagnoses (Herzog, 2019). This is because the system’s
focus may be too narrow and is promoted to work entirely without physician
intervention (Herzog, 2019). Moreover, it has been noted that an ever more widespread
use of automated medical data analysis could eventually force patients to consent to
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data sharing (Char et al., 2018, p. 982). This violates the patient’s right to privacy
(Char et al., 2018, p. 982).

4. Discussions of the findings

The findings of this paper showed that delivering inadequate health services in
South Africa has led to numerous social protests which has in turn affected the
achievement of sustainable development. The paper found that ML is useful in medical
data record keeping, therefore resolving the issues of poor record keeping that hinder
the delivery of quality health services. This finding was in agreement with Niyitunga
(2022a) who presented that medical data poses huge challenges to healthcare and has
affected the delivery of adequate health services in Africa. The paper showed that the
use of ML is set to keep and protect medical records from harm or damage, thus
increase possibility of delivering quality health services. The paper also found that ML
makes the data available when medical doctors and health workers need it to diagnose
patients. Moreover, the paper findings showed that the use of ML enhances and
improves clinical trial research, which has been a problem that has hindered the
provision of quality health services in South Africa. ML uses sophisticated predictive
analytics for clinical trial applicants and enables health workers and medical doctors
to assess and evaluate a broader range of data, reducing the expenses and time required
for medical tests (Javaid et al., 2022). The findings of this paper equally shoed that
ML can improve clinical trial efficiency, and helped determine optimal sample sizes
for greater efficacy and reduce the possibility of data errors using electronic health
records. Toh and Brody (2021, p. 12) agreed that ML algorithms lessen the error gap
and are near to accuracy because they use digital technologies of Convolutional Neural
Networks (CNNs) to boost the image classifying performance.

The findings of this paper revealed that ML algorithms resolve the issues of the
lack of well-trained radiologists that face healthcare systems in Africa. Niyitunga
(2022b) agreed that blockchain technology can address the shortages of human
resources that have hindered the timely delivery of quality health services. Moreover,
ML offers individualized therapies that are more dynamic and efficient by combining
personal health with predictive analytics (Siddique and Chow, 2021). ML boosts
research and clinical trials to identify patients’ previous doctor visits. ML ensures that
medical records and data are accessed in real-time, manages the trial associates, and
can correct the unstructured data in patient records, previous therapies, and the
patient’s family’s medical history, thus providing quality health services to the patients.
Using ML algorithms in healthcare enables medical practitioners to extract insights
from historical data such as diseases, family history, and genetic diseases to make swift
judgments that promote the delivery of quality health services (Durga et al., 2019).

Using ML algorithms in medical data records minimizes data-based errors
(Manogaran and Lopez, 2017). The current clinical standard for diagnosing diseases
is prone to human error as it depends on radiologists, pathologists, and physicians to
examine the medical images and determine the underlying causes of diseases. In the
medical field, the accuracy of diagnosis is extremely important, as a small error in the
diagnosis can lead to severe consequences. It could, for example, lead to the wrong
dosage or prescription of drugs as well as lead to surgery where none was needed and
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vice-versa (Ibrahim and Abdulazeez, 2021). ML algorithms can analyse imaging data
like a highly skilled radiologist can, detecting abnormal skin patches, lesions, tumours,
and brain bleeding. As a result, the use of these platforms to aid radiologists is
expected to skyrocket (Roth et al., 2018).

The findings showed that ML enables medical health workers to conduct medical
treatments at a low cost and predict looming pandemics in a short time and predict
looming pandemics. This means that ML can help strengthen the delivery of adequate
healthcare services in South Africa, which is facing inadequate financial problems,
thus achieve good health and well-being for realising sustainable development. ML
algorithms in the healthcare sector enable medical doctors and health workers to use
less time and assign a complete treatment to the patient, resulting in fewer expenses
(Javaid et al., 2022). Moreover, the ML algorithm used in the healthcare sector assists
medical doctors and health workers predict real health issues because it enables the
evaluation of patients’ history data (Rajendran et al., 2021). ML algorithm allows
medical doctors and health workers to make timely and informed decisions about
patient care and operational programs, thus saving millions of lives (Rahane et al.,
2018). ML can produce algorithms that discover new scientific information that
doctors cannot be able to predict just from imaging; this makes machine learning a
potential new biomarker. Predictions like cardiovascular risk are detected in a non-
invasive way, which gives the doctors a better percentage of success if surgery is
needed.

Not only in South Africa, but also in Africa, there is a shortage of radiologists
and other healthcare workers. ML enables medical imaging and interprets the results
in a short time. The findings of this paper showed that ML used in the clinics and
hospitals can detect preventable diseases like diabetic retinopathy, which is the fastest
cause of blindness in South Africa. This is because there are not enough medical
doctors and professionals who can offer this service to the millions of people suffering
from diabetes in South Africa. For example, using ML technologies like Convolution
Neural Network (CNN) that reads fundus images can detect whether one is likely to
have begun this disease and act accordingly to prevent it. ML eases doctors’ workload
because doctors can quickly detect diseases with fast access to big data. Human
resources in the healthcare industry are always in shortage because of the large world
population; therefore, sometimes doctors operate daily in a robotic manner as it is
always busy in the hospitals. However, ML helps them catch their breath and deliver
healthcare services more empathetically. ML prevents biases in hospitals, which has
prevented the achievement of quality health services. For example, ML is useful in the
treatment of depression, hypertension, and diabetes. This is because these diseases
need a unique treatment, which makes a medical doctor rely on their previous
experience with this disease and assign the same treatment. ML, in this case, uses the
complex data available on this patient’s medical history and disease to train high-
capacity models to provide unique treatment for the patient.

ML helps geocode data, epidemics and syndrome monitoring surveillance,
medical imaging and predictive modeling, and decision support (Secinaro et al., 2021).
ML is used to diagnose diseases; the most common method used is classification
algorithms; this method deals with problems occurring at any point in everyday life.
The classification algorithms build a model using the training data, and the final model
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is used to test data to arrive at a prediction (Ibrahim and Abdulazeez, 2021). ML in the
medical field is in medical images, for instance, computerized axial tomography (CAT)
scans, magnetic resonance imaging (MRI), ultrasound (US) imaging, and positron
emission tomography (PET) scans (Coursera, 2022). In this case, the ML techniques
find images and predict which disease or the state of health in patients (Ibrahim and
Abdulazeez, 2021).

The findings showed that ML promotes the policymaking process to improve
governance in the healthcare sector. It was revealed that ML algorithms and DL can
govern healthcare information and data to be truly owned by the patients themselves.
This, therefore, addresses the challenges of poor governance for healthcare
information that affects the provision of quality health services in Africa. ML
algorithms promote the decision-making process and ease clinical decision processes
regarding patients. This is because, numerous times, healthcare workers and
professionals miss positive progress made toward a new treatment due to a lack of
manpower to go through the repository of documents. Automated ML algorithms
make this process easier; in terms of genetics large samples of human genomes are
collected to evaluate various trends among the human population. ML helps in
assessing the environment to prevent diseases; for example, external factors can affect
a person’s DNA and result in mutations (Toh and Brody, 2021). Knowing and
governing this information reduces the chance of someone contracting diseases (Toh
and Brody, 2021). This is where human security comes in because patients themselves
would have the right to deny or accept who uses their information. It also encourages
the empowerment of patients as only they have the power to govern and share their
health records.

The findings of this paper showed that ML algorithms govern healthcare
information and ensure quality management in healthcare systems. For instance, in
Africa, achieving good health and well-being is hindered by the circulation of fake or
counterfeited medical drugs, which are not only less effective but also harmful to the
health of the patients. ML algorithms used in the healthcare sector can detect fake
drugs on marketplaces and pharmaceuticals. It can detect the drugs’ active ingredients
and image sample composition. It relies on providing accurate information about the
pharmaceutical manufacturers, product serial numbers, and package numbers on
blockchain. This would ensure that even patients can confirm the drugs’ authenticity
by connecting to blockchain technology (Khezr et al., 2018). The primary benefit is
that it has low-cost quality control and product registration, and drugs can easily be
tracked Khezr et al. (2018).

The paper found that ML can be used alongside with Internet of Medical Things
(1oMT) and blockchain technologies to remind patients of their appointments, detect
changes in their blood pressure, how much calories they have burnt. They therefore
ensure fast treatment and the correct specialised treatment for the patients. 10T is a
smart technology that enables real-time monitoring and surveillance of patients, and
together with blockchain can be used to execute critical health cases that increase
mortality rates (Niyitunga, 2022b). Such a combination can also be used to evaluate
the information collected by 10T healthcare smart devices based to promote quality
treatment of patients and as well as data management. This solves the problem of
logging the transfer of data in the 10T healthcare system Khezr et al. (2018). The
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healthcare industry is overwhelmed with the ever-growing population and fewer
trained medical professionals. ML can help to increase the productivity and precision
of existing ones, more patients are treated in less time, as well as improve the outcomes
of healthcare Jabbar et al. (2018). As health and human security are interconnected,
this would enable the achievement of sustainable human security, thus leads to
sustainable development.

The main issues in the healthcare system in South Africa’s public health, are the
information gap, incomplete data, and missed insights that could improve healthcare.
The other issue is the decision gap; thus, patients’ visits to the clinics for a medical
check-up may be irregular, and however, decisions happen hourly, weekly, or daily.
The findings of this paper showed that the use of ML in public healthcare solves these
issues because if patients with diseases like diabetes are continuously monitored even
if they leave the clinics to their homes. This would enable the achievement of
sustainable human security, thus leads to sustainable development. The ML would
introduce small machine learning devices that help monitor the blood pressure,
glucose levels and indigestion of different foods. This would empower patients for
example by giving them information on glucose levels so that they can know which
levels are ideal and which ones are not, making patients be in a better place to make
decisions based on this information.

ML reads and processes medical documents and physical medical records making
the job harder for healthcare professionals as the process was slower, the hand-written
documents which were sometimes difficult to read or incomplete information leading
to poor management of patients (Coursera, 2022). The findings showed that ML
applications to hospitals and clinics can be used in genetics to find the root causes of
diseases or predict different illnesses. ML helps to provide accessibility to large
amounts of data and next-generation sequencing technigues to explore how different
genes are susceptible to diseases and, thus, how some genes can decrease or increase
the risk of someone having a particular illness (Toh and Brody, 2021).

5. Conclusion

The paper sought to examine the role of ML algorithms in promoting good health
and well-being for sustainable human security in Africa. The paper found that
sustainable human security depends on providing adequate and quality health services.
However, factors like inadequate finances, poor governance for healthcare, prolonged
waiting time, shortage of human resources, and poor record keeping have hindered the
provision of quality health services that lead to good health and well-being for
sustainable human security. The paper presented that the above factors remained
unaddressed and unresolved, thus preventing the delivery of health services to promote
good health and well-being. The paper found that using ML algorithms makes the
governance of medical records data possible and makes health information accessible
in a short time. This therefore enables medical professionals and patients to
communicate without difficulties. Patients can easily access useful information on
illnesses without scheduling an appointment to be physically present. The quality of
health services is of the highest level because doctors can easily check the patient’s
medical history and their family to detect the early onset of diseases and their

19



Journal of Infrastructure, Policy and Development 2024, 8(12), 8001.

prevention. For example, all the audio biomarkers and images can easily detect
diseases. This therefore improves medical treatment hence increasing the possibility
of providing quality health services that promote good health and well-being for
sustainable human security, and thus achieving sustainable development in South
Africa. ML is used in healthcare premises was found to increase detection of critical
diseases such as lesions in brain scans, mammograms, and other body scans. The use
of ML was found significant as it determines whether the lesion is a lesion or other
potential lesions and if it is malignant or benign, thus paving the way for the correct
treatment of the patient. ML can digitalise old medical records by regularly scanning
old typed and handwritten documents and creating a database system, thus keep and
protect medical records which are needed for medical doctors to provide adequate
health services to the patients. Therefore, the use of ML is timely and significant as it
improves the delivery of health services to achieve good health and well-being thus
achieving sustainable human security for sustainable development in South Africa.
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