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Abstract: Innovation management is an organizational iterative process of seeking and 

selecting new opportunities and ideas, implementing them, and capturing value from the results 

obtained. In the defense sector, due to the increasing interdependence between military 

capabilities and technology, countries have adopted innovation management approaches to 

drive the modernization of their defense industrial bases, promoting the development and 

integration of advanced technologies. This study presents an original systematic literature 

review on innovation management approaches applied to defense in developing countries. 

After the phases of identification and screening, 62 documents both from academic and gray 

literature were analyzed and categorized into 22 distinct approaches. The advantages, 

disadvantages, contexts, and potential applications of each approach were discussed. The 

findings show that the appropriate use of these approaches can strengthen the innovation 

capacity and technological independence of late-industrializing countries, consolidating their 

position in the global defense landscape and ensuring their sovereignty and continuous 

technological progress. 
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1. Introduction 

Innovation management is an organizational iterative process of seeking and 

selecting new opportunities and ideas, implementing them, and capturing value from 

the results (Tidd and Bessant, 2020). This process includes identifying innovation 

opportunities, assessing their potential, and deciding which strategies to implement 

(Schilling, 2013). Amid the rapidly evolving technological landscape and rising 

competitiveness in global markets, cultivating a culture of innovation has become 

essential for technology-driven organizations (Drucker, 1985). 

In the defense sector, given the growing dependency between military 

capabilities and technology, innovation management models have been sought to 

optimize processes for acquiring military systems and materials (França Junior and 

Galdino, 2022). These acquisition processes, whether by purchase or R&D (Research 

and Development), involve Complex Products and Systems (CoPS), generally 

characterized by the need for customization of components and subsystems, 

production in small quantities by a few integrating companies, aggregation of various 

areas of knowledge, and a lifecycle that lasts for decades (Hobday, 1998). 

Given these characteristics, countries have established approaches to support the 

development of their defense technological capabilities. Some examples of these 

approaches include innovation management models (Chesbrough, 2003; Etzkowitz 

and Zhou, 2017), capability-based strategic planning (United Kingdom, 2022; United 

States, 2018), lifecycle management models (Blanchard and Fabrycky, 2011; 
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INCOSE, 2023; ISO, 2023), technology readiness assessment procedures based on 

maturity scales (TRL, IRL, MRL, etc.) (Mankins, 2009; Sauser et al., 2010; United 

States, 2016, 2020b), multicriteria decision support methods (Girardi et al., 2022; 

Hwang and Yoon, 1981; Saaty, 1980), technological forecasting and criticality 

analysis tools (Altuntas et al., 2015; Girardi and França Junior, et al., 2024; Lakemond 

and Holmberg, 2022; Magistretti et al., 2020), and strategies for protecting/exploiting 

knowledge through intellectual property assets (Grimaldi et al., 2015; Saksupapchon 

and Willoughby, 2019). 

The current scenario for the implementation of these approaches is prevalent in 

developed countries, where acquiring defense technological capabilities is 

predominantly undertaken in partnership with advanced national industrial bases and 

structured national and sectoral innovation systems (Briones-Peñalver et al., 2020; 

Granstrand and Sjölander, 1990; Mankins, 2002; Reed and Walsh, 2002). 

In developing countries, where high-tech demands often are not met internally 

(Amann, 2002; Figueiredo, 2009), there is a lack of essential knowledge to develop 

critical and sensitive technologies, the presence of a modest defense industrial base, 

and dependency on imported armaments, equipment, and military systems (Galdino 

and Schons, 2022). This high technological dependency can become a chronic 

problem (Gu, 1999; Niosi and Zhegu, 2010), especially in the defense sector due to 

technological restrictions (Longo and Moreira, 2009; Moreira, 2013). 

In this sense, within the Armed Forces of late-industrializing countries, there is 

an urgent need to customize and harmonize established approaches to reconcile short-

, medium-, and long-term strategies in developing defense technological capabilities 

(França Junior and Galdino, 2022). 

Aligned with this perception, this manuscript aims to present an original 

systematic literature review to understand the state of the art related to the application 

of innovation management approaches in the defense sector, focusing on developing 

countries. The review brings relevant contributions because it not only addresses a gap 

in the extant literature but also serves as a guide for improving innovation capability 

and advancing technological independence in late-industrializing economies. Through 

a deliberate focus on innovation management, these countries can enhance their stance 

in the global defense arena, ensuring their sovereignty and ongoing technological 

advancement. 

The rest of the article is organized as follows. Section 2 details the 

methodological aspects used in the research. Section 3 presents the results obtained in 

the review. Section 4 discusses the results and drives a comparative analysis between 

the studied approaches. Finally, Section 5 raises the final considerations. 

2. Materials and methods 

For the search of documents in this review, both academic and gray literature 

were consulted, as suggested by Thomé et al. (2016). Initially, the following strategies 

were outlined for the search in academic literature: 

Databases: Scopus and Web of Science (WoS) (Ferreira et al., 2020). 

Search String: The search string consisted of combining three blocks of terms 

related to innovation management, developing countries, and the defense sector. 
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Firstly, the block of synonyms related to innovation management was composed of 

the following expressions identified in the literature: “innovation management”, 

“management of innovation”, “managing innovation”, “management of technological 

innovation”, “managing technological innovation”, “technology management”, 

“management of technology”, and “managing technology”. Secondly, the block of 

synonyms related to developing countries was composed of the following expressions 

identified in the literature: “late industrialization”, “recent industrialization”, 

“developing countr”, “developing nation”, “developing econom”, “emerging countr”, 

“emerging nation”, “emerging econom” or “BRICS”. Finally, the block related to the 

defense sector required a more complex assembly strategy, considering that this sector 

is dual (Girardi et al., 2024) and its approaches in the literature are often embedded in 

studies more related to civilian applications, making their identification difficult. Thus, 

terms related to the defense sector, aerospace, and CoPS industries were added. 

Terms related to the defense sector: “military”, “defense”, “defence”, “navy”, 

“army”, and “air force”. 

Terms related to aerospace: “aerospace”, “aeronautic”, “astronautic”, and 

“avionics”. It is worth noting that terms related to aerospace were incorporated into 

the defense scope because some countries treat the two topics as a single strategic 

theme. The United States, for example, already has the U.S. Space Force subordinate 

to its Department of Defense (United States, 2020a). 

Terms related to CoPS industries (adapted from Hobday (1998, p. 697)): “air-

traffic”, “aircraft”, “armoured vehicle”, “avionics”, “airport”, “automation”, 

“communication”, “battleship”, “bridge”, “network”, “chemical”, “clear room”, 

“semiconductor”, “turbine”, “cruise”, “dam”, “dock”, “harbour”, “control system”, 

“electronic”, “manufactur”, “simulator”, “frigate”, “missile”, “rocket”, “helicopter”, 

“train”, “hovercraft”, “integrated system”, “intelligent building”, “intelligent 

warehouse”, “jet”, “computer”, “maritime”, “ship”, “nuclear”, “oil and gas”, “oil and 

gas”, “oands”, “boat”, “radio”, “automobile”, “rail”, “road”, “robotics”, “roller 

coaster”, “runway”, “satellite”, “sewage”, “space”, “observatorie”, “station”, 

“bomber”, “submarine”, “supercomputer”, “superserver”, “accelerator”, “tank”, 

“telecommunication”, “water”, and “yacht”. 

Time frame: As the goal of the review is to understand the state of the art of the 

research area, documents published in the last five years were considered, that is, from 

the beginning of 2018 until April 25, 2023 (the date on which the publications were 

obtained from the databases). 

Inclusion criteria: Articles written in Portuguese, English, or Spanish were 

adopted, and the full availability of the article was a requirement. Additionally, the 

publication should explicitly address the application of innovation management 

approaches in the defense sector of developing countries. 

The search in the academic literature returned 85 documents from the Scopus 

database and 68 from the WoS database. After analyzing the documents, 46 

redundancies were identified. After removing them, 107 documents remained. 

Subsequently, it was found that 72 articles did not meet the inclusion criteria, leaving 

35 documents within the scope of the review. 

After this initial search, the snowball technique was used to identify relevant 

documents that either cite or are cited by the selected publications. Works by the 
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authors of the selected publications were also sought. This technique yielded 18 

additional documents. It is noteworthy that the snowballed documents may have 

publication dates later than those of the documents initially retrieved from the Scopus 

and WoS databases. 

In addition to the research in academic literature, searches were also conducted 

in thesis and dissertation databases and websites of defense management government 

agencies, through which 9 more documents were identified.  

Thus, a total of 62 documents were selected for the review. It is worth noting that 

no works similar to this paper were found during the research. The stages of the 

systematic literature review are summarized in Figure 1, using the PRISMA 

(Preferred Reporting Items for Systematic reviews and Meta-Analyses) diagram, a tool 

for presenting the flow of information through the different phases of a systematic 

literature review (Page et al., 2021). 

 

Figure 1. Stages of the systematic literature review. 

Source: Adapted from Page et al. (2021). 

3. Results 

After analyzing the 62 documents selected for the review, they are categorized 

into the 22 innovation management approaches identified by Girardi (2024). The 

following sections present how the studies employed the approaches in their specific 
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contexts. It is noteworthy that the approaches are listed in descending order based on 

the number of associated documents. 

3.1. Dynamic capabilities theory 

The dynamic capabilities theory suggests that a firm’s long-term success hinges 

on its adaptability and capacity to evolve new capabilities in response to 

environmental shifts (Teece et al., 1997). The following reviewed documents 

employed this approach. 

Pandit et al. (2018) studied dynamic capabilities’ effect on India’s industrial 

disruptive innovation emergence. Kuo et al. (2018) showcased Acer’s rise from an 

imitator to an innovator using this theory. Fakhreddin et al. (2021, 2022) employed it 

to assess Iranian firms’ innovative product launches. Valdez-Juárez et al. (2023) 

showed Mexico’s digital shift boosting innovation management through dynamic 

capabilities. Henao-Garcia et al. (2023) suggested that Colombian industries could 

improve by applying the theory to split managerial and technological innovation. 

Lastly, Ettlie et al. (2023) contrasted dynamic capabilities’ impact on technological 

innovation in China and the USA. 

3.2. Multicriteria decision support 

Multi-Criteria Decision-Making (MCDM) employs mathematical and analytical 

tools to evaluate, rank, and choose among alternatives based on multiple criteria in 

complex decision-making scenarios (Hwang and Yoon, 1981). The following 

reviewed documents employed this approach. 

Gupta et al. (2020) employed MCDM to rank innovation management barriers in 

India’s industry. Madeu (2019) presented an MCDM-based technological forecast in 

the Brazilian defense context. Mathiyazhagan et al. (2021) prioritized Indian agile 

industrial practices through MCDM support. Girardi et al. (2022) found AHP 

(Analytic Hierarchy Process) as the prevalent MCDM method in defense lifecycle 

management. Erbay and Yildirim (2022) crafted an MCDM framework for digital 

transformation in developing economies, exemplified by a Turkish case study. 

Abdallah et al. (2022) pinpointed key digital transformation phases in developing 

nations via MCDM and expert consultation. Lastly, Girardi and dos Santos (2023) 

assessed Brazilian Army technologies using a hybrid MCDM method and patent 

analysis. 

3.3. Knowledge management 

Knowledge management orchestrates the capturing, distributing, and effectively 

using knowledge to enhance organizational performance and competitiveness through 

strategic processes and integrated technologies (Nonaka, 1994). The following 

reviewed documents employed this approach. 

Alves et al. (2018) detailed the case of the Brazilian Army’s Innovation 

Management Agency in the development of a framework for implementing knowledge 

management in large-scale organizations. Blanco et al. (2018) analyzed knowledge 

absorption’s effect on Colombian organizations’ innovation. Mamphiswana and Sinha 

(2019) embedded knowledge management in South Africa’s strategies for the 
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industrial revolution. Wu and Li (2020) linked knowledge management to supply 

chain advancements in Chinese tech firms. Rico-Bautista et al. (2022) tied cloud 

computing to knowledge management improvements in Colombia and India. Lastly, 

Erena et al. (2023) affirmed the role of knowledge management in enhancing 

Ethiopian companies’ innovation. 

3.4. Triple helix 

The triple helix is a framework for understanding the interactions and 

relationships among academia, industry, and government in the knowledge-based 

economy (Etzkowitz and Leydesdorff, 1995). The following reviewed documents 

employed this approach. 

Shuguang et al. (2021) explored Triple Helix-driven collaborative innovation to 

enhance China’s innovation system. Chang et al. (2021) analyzed Taiwan’s university-

led Triple Helix interactions. Girardi and Passos (2022) suggested Triple Helix-based 

strategies for the Brazilian Army’s corporate university. Kleiner-Schaefer and 

Schaefer (2022) emphasized the role of university technology transfer offices in 

fostering Triple Helix collaborations in emerging markets. Goulart (2022) linked 

Brazilian defense investment with advanced technology sectors and knowledge-

intensive services growth. Lastly, Pereira (2022) discussed the Brazilian Army’s role 

in developing innovation ecosystems via institutional projects. 

3.5. Digital transformation 

Digital transformation redefines business by integrating digital technologies like 

AI, data analytics, cloud computing, and IoT to revamp operations, models, and 

customer engagement for enhanced performance (McQuivey, 2013). The following 

reviewed documents employed this approach. 

Bataev (2018) presented a comparative study between organizations in Russia 

and other countries (especially BRICS) to analyze the dynamics of digital 

transformation implementation. Kayabay et al. (2022) outlined a Turkish digital 

transformation roadmap for tech organizations. Huang et al. (2022) investigated the 

impact of China’s digital policy on regional innovation. Erbay and Yildirim (2022) 

developed a Turkish digital technology selection model. Abdallah et al. (2022) 

pinpointed key stages of digital transformation in Egyptian firms. Lastly, Valdez-

Juárez et al. (2023) showed how digital transformation enhances Mexican firms’ 

innovation management. 

3.6. Technology transfer 

Technology transfer involves the transmission of knowledge and technology 

from one organization to another, intending to improve the recipient organization’s 

ability to innovate, produce, and compete in the market (Reddy and Zhao, 1990). The 

following reviewed documents employed this approach. 

Huang et al. (2022) evaluated how China’s entrepreneurship policies, including 

technology transfer, influence regional innovation. Kleiner-Schaefer and Schaefer 

(2022) emphasized the role of university technology transfer in fostering industry-

academia collaborations in emerging economies. Nguyen et al. (2022) affirmed 
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technology transfer’s benefits for Vietnamese firms’ competitiveness and efficiency. 

Brites (2022) illustrated technology transfer’s pivotal role in Brazilian defense 

innovation via the FX-2/GRIPEN NG program. Lastly, Kalko et al. (2023) surveyed 

Ethiopian firms, confirming technology transfer’s positive effect on innovation 

metrics. 

3.7. Systems engineering 

Systems engineering is an integrative discipline combining engineering and 

management to design and oversee complex systems across their lifecycles, addressing 

technical, organizational, and human factors for optimal functionality (Blanchard and 

Fabrycky, 1981). The following reviewed documents employed this approach. 

The Indian “Defence Acquisition Procedure” established specific life cycles for 

different forms of systems acquisition (India, 2020). The Brazilian Ministry of 

Defense also established a best practices manual for the lifecycle management of 

defense systems (Brasil, 2020). Esquia (2021) assessed lifecycle management to 

bolster Brazil’s defense sector. Girardi et al. (2022) analyzed decision-support tools in 

defense systems’ lifecycle management. Letaba and Pretorius (2022) developed a 

technology roadmapping framework for R&D in late-industrializing countries, 

merging technology roadmapping with systems engineering concepts. Lastly, Zhang 

et al. (2023, 2024) proposed Chinese research approaches to optimize predictive 

maintenance in the lifecycle management of systems. 

3.8. Technology maturity models 

Technology maturity models are used to assess the degree of technological 

maturity or readiness of a particular technology in R&D projects (Mankins, 1995). 

The following reviewed documents employed this approach. 

Lezama-Nicolás et al. (2018) assessed technological maturity using the 

BIMATEM bibliometric method in innovation management. Xavier et al. (2020) 

created the IMATEC, a Brazilian Space Agency tool measuring maturity with TRL 

(Technology Readiness Levels). Ferreira et al. (2021) merged MRL, DFMA, and TRL 

tools to validate a product innovation model in Brazil. Girardi et al. (2022) described 

the process of developing a customized TRL scale for the Brazilian Army’s 

technology management. Lermen et al. (2023) gauged agile methods’ efficacy in 

Brazilian startups, incorporating stage-gate and maturity concepts. Lastly, Voltan et 

al. (2024) reviewed and classified the existing approaches in the literature for the 

execution of technology readiness assessment based on the TRL scale. 

3.9. Open innovation 

The concept of open innovation suggests that firms should use both internal and 

external sources of knowledge to develop new products and services (Chesbrough, 

2003). The following reviewed documents employed this approach. 

Cepeda and Arias-Pérez (2019) explored how open innovation influences IT 

resources and organizational agility in a South American multinational. Allahar (2019) 

found open innovation pivotal for competitive advantage in Caribbean businesses. 

Baierle et al. (2020) examined the impact of open innovation on Brazilian defense 
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firms’ competitiveness. Lastly, Pereira (2022) linked open innovation with military 

R&D and innovation ecosystems in Brazil. 

3.10. Technology roadmapping 

Technology roadmapping is a strategic planning method used to align technology 

development with business objectives and market needs (Phaal et al., 2004). The 

following reviewed documents employed this approach. 

The Indian “Defence Acquisition Procedure” aligns military procurement with 

“Make in India” strategic technology roadmaps, promoting indigenous capability 

(India, 2020). Since 1953, China has strategically employed technology roadmapping. 

Its 14th Five-Year Plan marks a decisive pivot, with the government’s emphasis on 

evolving from imitation to spearheading global innovation leadership (IEDI, 2021). 

Kayabay et al. (2022) detailed a Turkish digital transformation roadmapping 

framework for tech firms. Lastly, Letaba and Pretorius (2022) crafted a roadmapping 

framework integrating systems engineering for R&D in developing nations. 

3.11. Agile approach 

The agile approach values communication, collaboration, flexibility, and 

adaptation to change. The focus is on the rapid and continuous delivery of high-quality 

functional solutions, with constant customer feedback to guide product evolution 

(Beck et al., 2001). The following reviewed documents employed this approach. 

Abdallah et al. (2021) confirmed agile management’s benefits in Jordan’s 

industry, while Mathiyazhagan et al. (2021) ranked agile practices for India’s 

industrial sector. Kayabay et al. (2022) proposed an agile-based roadmapping 

framework for Turkey’s tech transformation. Lastly, Lermen et al. (2023) examined 

agile methods within Brazilian startups, considering the stage-gate model and 

technological maturity. 

3.12. Absorptive capacity theory 

The absorptive capacity theory refers to a firm’s ability to acquire, assimilate, 

transform, and exploit external knowledge (Cohen and Levinthal, 1990). The 

following reviewed documents employed this approach. 

Blanco et al. (2018) examined how Colombia’s technological capabilities and 

innovation correlate through absorptive capacity. Queiroz et al. (2023) assessed 

Colombian firms using an absorptive capacity model. Lastly, Kalko et al. (2023) 

linked absorptive capacity with innovation gains in Ethiopian companies. 

3.13. Technological forecasting 

Technological forecasting is a process of predicting the future development of 

technology and its impacts on various fields, such as business, economics, and society 

(Coates, 1985). The following reviewed documents employed this approach. 

Hafezi et al. (2018) detailed the historical Iran’s use of technology forecasting to 

foster a long-term development culture. Madeu (2019) validated a quantitative 

technology forecasting method with Brazilian defense sector case studies. Lastly, 

Girardi and dos Santos (2023) evaluated Brazilian Army technology prospects using 
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MCDM and patent analysis. 

3.14. Technological criticality 

Technological criticality is a process of identifying Critical and Emerging 

Technologies (CETs). CETs are a subset of strategically significant advanced 

technologies for a country or organization (United States, 2022). The following 

reviewed documents employed this approach. 

Christensen et al. (2018) introduced a risk framework for critical technologies in 

developing nations. India (2020) showcased efforts to refine technological criticality 

concepts, aligning defense acquisitions with the “Make in India” slogan to build 

national tech capacity. Concurrently, China’s 14th Five-Year Plan charts a strategic 

course towards becoming a global innovation hub, focusing on indigenous 

development of critical technologies (IEDI, 2021). Lastly, Girardi et al. (2024) 

presented concepts and criteria related to technological criticality in the defense sector 

based on a case study of the Brazilian Army. 

3.15. Intellectual property-based management 

Intellectual property (IP)-based management is an approach to managing 

organizations and businesses that places a strong emphasis on the management and 

exploitation of IP assets, such as patents, trademarks, and copyrights (Pisano, 2006). 

The following reviewed documents employed this approach. 

Santos et al. (2020) suggested a model merging agile methods and IP utilization 

to enhance high-tech product development in late-industrializing nations. Lastly, 

Madeu (2019) and Girardi and dos Santos (2023) presented IP-based management 

methods focusing on Brazil’s defense sector. 

3.16. Resource-based theory 

The resource-based theory suggests that a firm’s resources and capabilities are 

the key determinants of its ability to innovate and succeed in the market (Barney, 

1991). The following reviewed documents employed this approach. 

Soewarno and Tjahjadi (2020) showed that Indonesian firms gain a competitive 

edge by fusing innovation strategies with sustainable improvements, drawing on 

resource-based theory. Lastly, Fakhreddin et al. (2021, 2022) examined how such 

resource-based theory underpins Iran’s industrial base’s capacity for innovation. 

3.17. Stage-gate model 

The stage-gate model is a structured process for managing new product 

development, which involves dividing the development process into stages and using 

gates to evaluate progress and make go/no-go decisions (Cooper, 1993). The following 

reviewed documents employed this approach. 

Robles (2018) confirmed the effectiveness of stage-gate management control 

systems for tech product development in Mexico. Lermen et al. (2023) surveyed 

startups incubated at a Brazilian university to assess the use of agile methods in light 

of the stage-gate model concepts and technological maturity. Lastly, Girardi et al. 

(2024) presented a comprehensive review of the initial phase of the innovation process 
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in defense, based on seminal front end of innovation models. The stage-gate model is 

one of these seminal models, and developing countries are included in the analysis. 

3.18. Value chain analysis 

Value chain analysis is a business management tool used to analyze and evaluate 

the various activities and processes involved in delivering a product or service to 

customers. It involves identifying the different stages of the value chain (Porter, 1985). 

The following reviewed documents employed this approach. 

Allahar (2019) identified the integration of open innovation into Caribbean firms’ 

value chain as key to competitive advantage. Lastly, Erbay and Yildirim (2022) tested 

a technology selection model using value chain analysis on a Turkish industrial firm. 

3.19. Project management 

Project management is the practice of initiating, planning, executing, controlling, 

and closing projects to achieve specific goals and meet specific success criteria 

(Atkinson, 1999). The following reviewed documents employed this approach. 

Midler (2019) explored the boost in innovation performance from evolving 

project management in multinationals’ decentralized branches in developing nations. 

Lastly, Ul Haq et al. (2019) confirmed the benefits of such practices in Pakistani tech 

organizations. 

3.20. Business incubation 

Business incubation is a process of supporting the development and growth of 

new technology-based firms by providing resources, facilities, and expertise to help 

them overcome the challenges of early-stage development (Allen, 1988). The 

following reviewed documents employed this approach. 

Chege and Wang (2020) conducted research with organizations in Kenya to 

demonstrate the positive impact of an innovation environment driven by training 

programs and business incubation. Lastly, Lermen et al. (2023) surveyed startups 

incubated at a Brazilian university to assess the use of agile methods in light of the 

stage-gate model concepts and technological maturity. 

3.21. Diffusion of innovation theory 

The diffusion of innovation theory explains how new products and ideas spread 

through society and how they are adopted by individuals and organizations (Rogers, 

1962). Within the universe of documents reviewed, this approach was employed by 

Teh et al. (2021). The authors conducted research with organizations from the 

Malaysian industrial base to assess these companies’ energy transition based on the 

diffusion of innovation theory. 

3.22. Disruptive innovation theory 

The disruptive innovation theory describes how new entrants disrupt established 

industries by introducing simpler, more affordable products that meet the needs of 

underserved customers (Christensen, 1997). In the universe of documents reviewed, 

the disruptive innovation theory was employed by Pandit et al. (2018). The authors 
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investigated how dynamic capabilities act in the manifestation of disruptive 

innovations in the context of the Indian industrial base. 

4. Discussion 

Following the presentation of the review results, a deeper exploration of the key 

findings and considerations identified throughout the study is necessary. 

4.1. Synthetic diagnosis of the results 

After reviewing innovation management approaches applied to defense in 

developing countries, Table 1 summarizes a comparative analysis of the advantages, 

disadvantages, context, and potential application of each approach. 
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Table 1. Comparative analysis of innovation management approaches in the defense sector of developing countries. 

Innovation 

management approach 
Advantages Disadvantages Context of application 

Potential of application in the defense sector 

of developing countries 

Dynamic capabilities 

theory 

Emphasizes the need for internal capabilities 

to adapt and reconfigure resources in 

response to technological changes and 

threats, enhancing competitive advantage 

Demands a culture of continuous 

learning and rapid adaptation, which 

may be challenging to establish 

Applied in dynamic and technologically 

advanced industries to maintain operational 

readiness and innovation 

Can strengthen internal innovation processes 

and reduce dependency on external 

technologies, crucial for the defense sector of 

developing countries 

Multicriteria decision 

support 

Considers multiple criteria for evaluating and 

selecting suitable options 

Can be complex and require extensive 

data collection 

Decision-making in science, technology, and 

innovation projects 

Use specific criteria to prioritize and select 

projects with high national defense impact 

potential 

Knowledge management 
Facilitates the efficient creation, sharing, and 

use of organizational knowledge 

May encounter cultural resistance and 

lack of teamwork 

Organizations with vast knowledge bases and 

high reliance on innovation 

Establish processes to capture, store, and 

transfer specialized technical knowledge within 

the defense industry 

Triple helix 
Encourages collaboration among 

government, industry, and academia 

Requires coordination and interest 

alignment among stakeholders 

Contexts where interaction between different 

sectors is crucial for technological progress 

Establish strategic partnerships between 

government, defense firms, and academic 

institutions 

Digital transformation 
Increases operational efficiency, agility, and 

market adaptability 

May require significant investments in 

infrastructure and training 

Organizations aiming to adapt to the digital 

age and explore new tech opportunities 

Implement advanced digital technologies in 

defense processes, like automation, real-time 

data analytics, and AI, for operational efficiency 

and decision-making 

Technology transfer 
Allows quick acquisition of external 

technology and knowledge 

Can lead to over-reliance on foreign 

technology 

Industries seeking rapid adoption of new 

technologies 

Acquire ready-to-use foreign technology and 

adapt it to national defense needs 

Systems engineering 
Systematic approach to complex systems 

design, implementation, and management 

Requires specialized engineering 

knowledge and system integration 

Development of complex and integrated 

systems 

Apply systems engineering principles to the 

design and development of military systems and 

defense infrastructure 

Technology maturity 

models 

Provides a framework to assess technological 

maturity and identify development gaps 

May require significant resources to 

implement and maintain 

Organizations wanting to assess tech status 

and identify improvement areas 

Use technology maturity models to assess the 

readiness of existing defense capabilities and 

identify areas for improvement 

Open innovation 
Access to external knowledge, resources, and 

ideas through partnerships and collaboration 

Requires an open organizational 

culture and external partnership 

management 

Sectors where external collaboration is 

valued and promoted 

Form strategic partnerships with high-tech 

firms, research institutions, and startups for 

developing innovative defense solutions 

Technology roadmapping 
Plans and directs technological development 

in a structured, goal-oriented manner 

Can be affected by uncertainties and 

shifts in the tech environment 

Organizations aiming to align innovation 

strategy with technological development 

Develop a strategic technology roadmap for 

defense, identifying key technologies and 

setting milestones to monitor progress 
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Table 1. (Continued). 

Innovation 

management approach 
Advantages Disadvantages Context of application 

Potential of application in the defense sector 

of developing countries 

Agile approach 
Promotes flexibility, adaptability, and rapid 

iteration in product and project development 

May require cultural and organizational 

change to adapt to agile principles 

Innovation projects with volatile 

requirements and demands 

Adopt agile project management and product 

development methods to accelerate defense 

innovation with rapid adaptability and iterative 

delivery 

Absorptive capacity 

theory 

Focuses on an organization’s ability to 

acquire, assimilate, and apply external 

knowledge 

May require a learning curve and 

internal adjustment to incorporate new 

knowledge 

Organizations looking to enhance their 

ability to absorb external knowledge and 

technologies 

Develop internal training programs to improve 

the absorption of external knowledge and 

promote strategic technology transfer 

partnerships 

Technological 

forecasting 

Identifies and monitors emerging trends and 

technologies to anticipate future 

opportunities and challenges 

Can be affected by the uncertainty and 

imprecision of technological 

forecasting 

Sectors subject to rapid and disruptive 

changes 

Conduct tech trend analyses to identify key 

defense investment and research areas, 

anticipate emerging threats, and identify 

technological opportunities for enhancing 

national security and capacity 

Technological criticality  
Identifies the strategic importance and 

potential impact of specific technologies 

Can be affected by uncertainties in 

technology assessment and future 

significance 

Organizations aiming to prioritize innovation 

efforts on critical technologies 

Conduct comprehensive analyses of existing and 

emerging technologies in defense, identifying 

those critical to security and operational 

capability 

Intellectual property-

based management 

Protects, manages, and monetizes intangible 

assets like patents and trade secrets 

May require significant legal and 

bureaucratic resources to protect and 

manage IP 

Organizations with strong IP portfolios and 

innovations 

Establish an IP management strategy to protect 

and maximize the value of intangible assets 

developed in the defense industry, including 

technology licensing and collaboration 

opportunities 

Resource-based theory 

Emphasizes the role of internal resources like 

knowledge, skills, and assets in gaining 

competitive advantage 

Requires accurate assessment of 

internal resources and their innovation 

leverage potential 

Organizations aiming to identify, develop, 

and leverage internal resources for 

innovation 

Identify and utilize internal resources such as 

talent, tech capabilities, and strategic assets in 

the defense industry to foster innovation and 

develop advanced technological solutions 

Stage-gate model 

Offers a structured process with well-defined 

steps for evaluating and advancing 

innovation projects 

Can result in a bureaucratic and time-

consuming process if not managed 

efficiently 

Organizations wanting a systematic, results-

oriented approach to manage innovation 

project flow 

Implement a stage-gate model to assess and 

prioritize defense innovation projects, ensuring 

only promising projects move forward, 

minimizing risks and maximizing invested 

resources 
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Table 1. (Continued). 

Innovation 

management approach 
Advantages Disadvantages Context of application 

Potential of application in the defense sector 

of developing countries 

Value chain analysis 

Evaluates all activities in product or service 

delivery, identifying improvement and 

innovation opportunities 

Requires detailed analysis of value 

chain activities 

Organizations aiming to optimize operations 

and identify innovation opportunities across 

the value chain 

Analyze and optimize the defense industry value 

chain, identifying improvement and innovation 

areas that can increase efficiency, quality, and 

responsiveness 

Project management 

Provides a structured approach for planning, 

executing, and monitoring innovation 

projects 

Requires advanced project 

management skills and team 

coordination 

Innovation projects involving new products, 

technologies, or services 

Implement project management techniques for 

technological innovation initiatives in defense, 

ensuring projects are completed on time, within 

budget, and with expected outcomes 

Bussiness incubation 

Provides a nurturing environment and 

support for developing and validating 

innovative ideas 

May require significant investment in 

resources and infrastructure to establish 

and maintain an incubation program 

Entrepreneurs and startups seeking support in 

developing their ideas and technologies 

Establish defense-focused tech incubators 

offering support, resources, and guidance for 

startups and entrepreneurs to develop innovative 

solutions for defense sector needs 

Diffusion of innovation 

theory 

Analyzes the process of innovation adoption 

and diffusion within an organization or 

society 

May encounter resistance to change 

and difficulties in acceptance and 

adoption of new innovations 

Organizations interested in understanding 

how innovations are adopted and spread in a 

specific environment 

Analyze the diffusion and adoption of 

technologies and innovations in the defense 

industry, identifying key factors influencing 

acceptance and successful implementation. This 

can assist in devising effective implementation 

and communication strategies to promote the 

adoption of technological innovations in the 

defense sector 

Disruptive innovation 

theory 

Identifies and analyzes the occurrence of 

disruptive innovations that have the potential 

to transform existing markets and sectors 

It can be challenging to predict the 

magnitude and impact of disruptive 

innovations 

Sectors where technological disruption is a 

concern, and organizations looking to 

identify and respond to threats and 

opportunities arising from disruptive 

innovations 

Identify disruptive technologies and innovations 

that may impact the defense industry, analyze 

their strategic implications, and develop 

strategies to leverage opportunities and mitigate 

associated risks. This may involve creating 

R&D programs targeted at disruptive 

technologies, as well as collaborating with 

innovative startups to explore new solutions 
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4.2. Contributions 

This study offers significant contributions both to the academic literature and to 

practical applications in the field of innovation management in the defense sector of 

developing countries. 

For the literature, this study provides an original and comprehensive systematic 

review of 62 documents, identifying and categorizing 22 distinct innovation 

management approaches. This review offers valuable insights into their advantages, 

disadvantages, contexts, and potential applications. Additionally, the study develops a 

framework for analyzing and comparing different innovation management 

approaches, facilitating future research and scholarly inquiry in the defense sector. 

Regarding practical applications, the study offers actionable recommendations 

for policymakers and defense strategists in developing countries to enhance their 

innovation capabilities and seek technological independence. It provides strategic 

insights into the application of various innovation management approaches, helping 

defense organizations make informed decisions about which strategies to implement. 

Furthermore, the study serves as a guide for developing tailored innovation 

management policies that consider the unique industrial, socio-economic, and 

technological circumstances of these nations. 

4.3. Limitations 

This study has several limitations that should be acknowledged, particularly 

concerning data sources and the volatile context of the defense sector. Firstly, the 

academic databases used were limited to Scopus and WoS, which may exclude 

relevant studies from other databases and potentially overlook significant research 

contributions. Secondly, the grey literature relied heavily on the availability of 

documents from government agencies in developing countries. This dependency on 

publicly accessible documents might result in gaps or biases, as not all pertinent 

information may be readily available or disclosed by these agencies. Additionally, the 

rapidly changing technological and geopolitical contexts in the defense sector can 

impact the relevance and applicability of the findings over time. These limitations 

underscore the need for cautious interpretation and the potential for future research to 

address these gaps by incorporating a broader range of data sources and considering 

the dynamic nature of the field. 

4.4. Future research 

Future research should address several areas to build on the findings of this study. 

Firstly, conducting longitudinal studies to track the impact of different innovation 

management approaches over time in the defense sector of developing countries would 

provide valuable insights into their long-term effectiveness. Additionally, detailed 

case studies of specific countries or defense projects could offer deeper insights and 

practical examples of successful innovation management. Given the limitations related 

to data sources, future research should strive to incorporate a broader range of 

databases beyond Scopus and WoS and seek alternative sources of grey literature to 

ensure a more comprehensive analysis. Finally, investigating the impact of emerging 

technologies, such as artificial intelligence and cybersecurity, will be crucial to 
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understanding how these advancements can be leveraged for strategic advantage. By 

addressing these areas, future research can provide a more robust understanding of 

innovation management in the defense sector of developing countries and contribute 

to the implementation of more effective and adaptable strategies. 

5. Conclusion 

This study investigated the application of innovation management approaches in 

the defense sector of developing countries through a systematic literature review. By 

analyzing 62 documents, it identified 22 distinct innovation management approaches, 

highlighting their advantages, disadvantages, contexts, and potential applications. 

These findings are crucial for defense policymakers and strategists in developing 

countries, providing a roadmap for enhancing innovation capabilities and seeking 

technological independence. 

However, the study has limitations, particularly concerning the scope of data 

sources. The reliance on Scopus and WoS may have excluded significant research 

from other databases, and the availability of grey literature from government agencies 

in developing countries was limited. Additionally, the rapidly changing technological 

and geopolitical contexts in the defense sector can impact the relevance and 

applicability of the findings over time. 

Future research should conduct longitudinal studies and detailed case studies to 

provide deeper insights into the long-term effectiveness and practical applications of 

innovation management approaches. Expanding the range of data sources and 

investigating the impact of emerging technologies will also be crucial. By addressing 

these areas, future research can provide a more comprehensive understanding and 

contribute to the development of more effective strategies. 

In conclusion, this study fills a gap in the literature and offers valuable practical 

recommendations. By focusing on tailored innovation management strategies, 

developing countries can enhance their position in the global defense arena, ensuring 

sovereignty and continuous technological progress. 
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