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ABSTRACT

Software security is of great concern as computers have entered almost all walks of life and people at large have
become dependent on technology for not only entertainment and communication but for performing tasks involving
money and a lot of stake. Software security not only involves securing the software but also user data and communication
media. This paper states the several types of security threats that exist since the time networking has evolved, namely,
malware, Trojans, viruses, denial of service attacks, and many more. This paper reviews several measures to address these
threats. It includes logging, anti-malware, network security methods, and encryption methods. It has been identified that
a lot of work has been done to deal with security threats, and it is not only limited to the protection of software but also
extends to the protection of data and networks. The existing methods make extensive use of artificial intelligence, and it
is identified that there is a need to develop a model that is able to identify known as well as unknown threats. There is a
huge scope for research in this area.
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1. Introduction

Software security is of great concern as computers have entered
almost all walks of life and people at large have become dependent on
technology for not only entertainment and communication but for
performing tasks involving money and a lot of stake. Software security
includes an umbrella of security issues. The software includes the system
software and application software. Application software is both stand-
alone and network based software. Another type of software is Mobile
App. Software security involves all the threats possible to any of these.
The software is not free from design faults, and cybercriminals exploit
these faults to gain illegal access to systems. Software security can be
defined as securing the software, user data, and communication media.

In this paper, the variety of security threats, namely malware, denial
of service attacks, phishing, spoofing, and many other types of attacks,
are explained, and real life attacks are listed and categorized in Section
2. The existing solutions to mitigate the effects of these threats are
included in Section 3. Section 4 includes the conclusions.

2. Review of security threats

There have been several security threats that have happened since
the time networking came into existence. Many attacks that happened in
the span of 2011-2020 have been discussed in Negrea’s thesis!!. Some
of the attacks included Negrea’s thesis!! are discussed here. Operation
Aurora (2009) was an attack on Google and Adobe to steal sensitive data
from their users. The RSA Security Breach (2011) targeted at RSA
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encryption based software security solutions company. The attacker in this event got hold of the security keys
of multiple customers. The source of this attack was emails from the attacker with attachments, which on-click
obtained control of the victim’s machine. Sony PSN Outage (2011) was an attack on the gaming application
of Sony. The attacker exploited the vulnerabilities of the software and network to gain access to the sensitive
data of the company. Another email breach was the Epsilon Email Breach (2011). LinkedIn security breach
(2012), where the passwords of 6.5 million users were stolen. The thesis includes a discussion of 50 such
reported incidents that exploited the vulnerabilities of software and networks. These are enumerated in Table
1.

Table 1. List of 35 attacks discussed in Negrea’s thesis!!! and categorizing of the attacks.

Year Name Method of attack Effect

2011 Operation Aurora Malware - Data theft

2012 RaGas Shamoon Malware attack - Overwrites user files and loss of data leading to
dysfunctional organization

2013 Saudi Aramco Shamoon Attack - Infected the destination using phishing. Overwrites data
and makes 35 k systems unusable.

2013 Target Data Breach - Loss of 110 million credit card details

2013 Belgacom Attack - Attack on Telecom Solutions providers network and used
for national security breach

2013 South Korea Banking Cyber Attack - Financial data of users breached and banking infrastructure
like ATM rendered dysfunctional.

2014 Sony Pictures Hack - attackers accessed unreleased films, employee data and
sensitive emails.

2015 Black Energy Attack - Ukraine’s power distribution system was broken into using
malware.

2015 TVS5 Monde Attack - Attack on famous TV network and disrupted network and
blackout.

2011 RSA Security Breach Email - Encryption key theft

2011 Sonly PSN Attack Software - Data theft

2012 LinkedIn Security Breach Vulnerability - Data theft

2013 Adobe Breach of 2013 - Attack on Adobe source code by breaking its encryption
model.

2013 Snowden Revelations and NSA - US National Security Agency is able to perform

surveillance of many citizens without their knowledge by
intercepting their telecom networks.

2014 Heartbleed Vulnerability of OpenSSL - Threat to all users using OpenSSL for security and attacker
Library got access of their systems.
2011 DigiNotar Certificate Fraud Security - Third Party security Certificates Authorities got
Certificates manipulated and all customers who accessed the web
Authority resources based on these digital security certificates got
trapped.
2012 South Carolina Department of Rvenue  Phishing - Data of 6.4 million citizens was stolen.
Breach
2014 e-bay Data Breach Compromising - Loss of customer data and their financial information.
2014 JPMorgan Chase Breach Passwords - Loss of financial data of the bank
2015 Anthem Health Insurance - Loss of customer data of 78.8 million.
2014 OPM Security threat Network Attack - Loss of data of federal employees and general public in US
Government.
2016 DNC Attack - Access to US official documents and emails leading to its
use in elections.
2016 SWIFT Banking Attacks - Banks that depended on the SWIFT (Society for

Worldwide Interbank Financial Telecommunication)
network for secure messaging and financial transactions
were affected. The attackers used advanced techniques to
compromise bank systems and fraudulently transferred

funds.
2015 Ashley Madison Data Breach Vulnerable - Website for Extramarital affairs was breached by attacker
Website and all its users were compromised.
2016 Yahoo Data Breach - Stealing of Yahoo email users’ data.




Table 1. (Continued).

Year Name Method of attack Effect
2015 US IRS Breach Authentication - Attacker exploited the vulnerabilities of Authentication
Breach process and got access to revenue data of US citizens.
2016 Bangladesh Bank Heist Spoofing - Stealing of money by imitation as another bank entity of
international importance.
2016 Dyn DDOS Attack Denial of Service - A DNS server was overloaded.
Attack
2017 WannaCry Ransomeware - Get hold of user data and make it inaccessible to the user.
Then ask for money in return of data.
2017 Not Petya - Similar to WannaCry and asked for money in bitcoin

specially targeted Ukraine.

Some of the common methods of attack used by hackers as discussed in Humayun et al. and Kramer and
Bradfield’s studies?3! and as identified in Table 1 are explained below:

1)

2)

3)

4)

S)

6)

Malware: It includes malicious software that gets installed on regular software and then infects all
the system and user files!¥. Here the machine of the real user is controlled completely or partially by
the hacker. They can access the sensitive data as well as harm the machine and interrupt with normal
working of the machine. The variants where the control is not gained by the attacker are Trojan and
Virus. Trojan is infected software that hides inside other executables and infects the user’s machine.
Virus is infected software that creates copies of itself. Both of these can generate spurious files,
interfere normal working of other application programs and harm the hardware like disk crashing
and damaging the RAM. Some of the common virus that can be found on Google Search by writing
keywords “famous virus and trojans” are: Iloveyou, Mydoom, Melissa—email virus, Chernobyl
Virus (1986)-damages the hardware; and many more. The other type of malware is the one that gains
control of the user machine. They are categorized as Ransomeware, Spyware, Adware and Rootkits.
Ransomeware is software that locks the user device until the ransom is paid by the user. Spyware
steals user data and user loses the control of the machine. Adware is software that displays unwanted
advertisement in your system. Rootkits gain control over a system by injecting malware.

Denial of Service (DOS) attack: It is a network server attack that generates spurious requests for
server and it is unable to handle the load®!. Some examples are Github attack in 2015, Mirai Botnet
Attack in 2016, Github attack in 2018, AWS attack in 2020 and many more as reported in
https://socradar.io/top-10-ddos-
attacks/#:~:text=The%20Largest%20Reported%20HTTP%20DDoS,June%202022%20by%200ver
%2054%25.

Social media attack: Collection of user data from social media platforms and using this information
to create a user profile and guess sensitive passwords. It also involves selling of such sensitive data.
It includes attacks namely fake give away, impersonation and many more.

Session Highjacking: It is a method of hijacking a web user’s session and redirects them to phishing
websites(®).

Bots: These are automated scripts that perform spurious network activities like fake purchases,
stealing data through fake accounts, etcl’). A famous bot attack identified in 2016-Methbot. It stole
the IP addresses of the US-based service providers. It went ahead to create 6000 domains and created
content for these domains. Then they lured advertisers to publish adds on this content which they
sent their own softbots to watch several times, thus fooling the advertisers
(https://www.humansecurity.com/learn/blog/9-of-the-most-notable-botnets) .

Social engineering: It is contacting real users through social platforms and then manipulating them

to release control of their systems, accounts and sensitive information'%.
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7) Man-in-the-middle attack: This is an attack of eavesdropping or sniffing the network traffic and
stealing user data. It involves threats like replay old messages!!!.

8) Spoofing: It is making a real user believe he is talking to the original person but it is impersonating
a person or institute!!?!,

9) Phishing: Redirecting user to malicious websites!!* !4,

10) Password attacks: To exploit the vulnerabilities of software system to break into the system!!3],

11) Information extortion: Stealing sensitive information and asking for money.

12) Bluetooth attacks: Making use of Bluetooth channels to gain control over device.

13) There are many other forms of attack but these are most important. The methods namely, encryption,
removing system vulnerability, network security and vigilance are the main methods to deal with
these threats. These methods are discussed in next section.

3. Software security solutions and challenges

The most effective way of controlling the security threats is vigilance among users. Apart from vigilance
the following measures are helpful.

3.1. Malware detection

The malware threat is increasing and the modern day malware hides itself using obfuscation method.
There is anti-malware software available in market. The malware is evolving at a faster speed than anti-
malware. Anti-malware detection methods prior to 2005 were based on syntax of instructions generated by
malware. In Christodorescu et al.’s study!'®, the author made use of instruction semantics to detect malicious
software. In an improved method the malware detection was based on data mining techniques namely, feature
extraction and classification!!”). In the review of Sen et al.['®], author identifies use of Artificial Intelligence
techniques namely, Genetic Programming, Machine Learning (SVM) and Naive Bayes in detection of malware.
According to Aslan and Samet!!”), there are multiple methods to detect malware namely, signature-based and
heuristic-based. These methods are successful only to detect known malware. The unknown malware cannot
be detected by these methods. Though there are many other methods based on Cloud, 10T, deep-learning and
behaviour based detection methods but the performance of these methods is still not successful for all types of
malwares as the malware is evolving at a fast rate. In the work of Gaurav et al.*”! a survey of several machine
learning based malware detection methods in IoT setup are discussed. According to Gopinath and
Sethuraman?!, Deep Learning based methods for malware detection is promising in detection of malware.
Since malware is evolving at a fast rate, still the unknown malware detection remains a challenge.

3.2. Logging

This method records all the actions taken in the system in a log file so that forensics can investigate what
all files are opened a what passwords are broken before the sensitive data was released.

3.3. Firewall

Firewall is an installation of extra filtering unit in middle of the real user and outside world to detect all
types of attacks and malicious data flow. Mukkamala and Rajendran!®*! survey several firewall technologies-
Packet filtering, Circuit level gateways, Stateful inspection, Proxy firewalls, Next Generation firewalls and
Cloud based firewalls. These are discussed below.

e  Packet filtering firewall: This is a rule based firewall that does not allow any packet to flow through
that fails a rule. But the drawback of this method is simplicity and ease to bypass. There can be
conflicts in the rules which also lead to failure of this method.



e  Circuit level gateways firewall: This is a TCP handshake based method but it is time consuming
method.

e  Stateful inspection firewall: An improvement over the previous two methods, it makes use of session
tables to keep track of packet flow between interacting nodes.

e  Proxy firewalls: This firewall scans the content of each packet for presence of malware.

e  Next Generation firewalls: It also scans the content and uses machine learning based methods to flag
the malware.

e  Cloud based firewalls: It is similar to proxy firewall and enhances the scale of operation.

Apart from the firewall discussed in Mukkamala and Rajendran'®?), there are distributed firewalls**], next
gen firewall’?* and petrinets based firewalls?!,

3.4. Access control and network security

Access control using authentication and authorization is a common method to safeguard the
communication media. Depending on the variety of network— 2G, 3G, 4G, 5G, Wi-fi, Volte, Bluetooth and
many other the level of network security?*! methods and access control techniques change with the underlying
network technology.

3.5. Encryption

Encryption is a way of hiding data from the malicious users from snooping other data. For this the user
data is converted in cipher text by using a secret key to encode the data.

e  Traditional Encryption methods: There are several robust traditional encryption methods namely,
AES, DES, Blowfish, RSA and many more. Some of these are Symmetric Encryption and
Asymmetric Encryption methods. By Symmetric key it means that the encryption and decryption
make use of the same key. While Asymmetric method means use of different keys for encryption
and decryption.

27281 discusses

e Image encryption: Useful for multimedia data that is exchanged between user:
several methods for encryption of images.

e Light Weight Encryption: The devices used today like IoT devices, wearables and other small
devices which have energy deficit and cannot run complex algorithms to perform encryption make
use of light weight encryption methods namely, Present, Quark, Photon, Simon, Speck, Clefia and

many more?>3,

All the methods of software security discussed above are undergoing changes and evolving according to
the ever evolving attacks to real users. The methods make use of Artificial intelligence methods and still models
are being developed to identify the unknown and new types of attacks. The field is very dynamic because one
method cannot find all the threats.

4. Conclusions and future work

Software security involves the protection of software, data, and communication media as a threat to
anyone who puts others in danger. Common threats to a software system are discussed in Section 1, namely,
malware, viruses, social engineering, bots, and many more. The common methods of dealing with these kinds
of threats are malware detection, encryption, network security, logging, and firewalls. Malware detection
methods aim to protect the software; encryption and logging protect the data; and firewall and network security
protect the network. All three methods together protect the software system because arm to software, data, or
the network all lead to disturbance of the real user operations. There is a growth in the use of methods based
on machine learning, genetic algorithms, deep learning, IoT-based methods, and cloud-based methods.
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The future work in the field of software security is to develop a model for the security of software, data,

and communication media that is able to identify new or unknown attacks. Though the vigilance of the real

user is a great asset, technology should also leap to help the real user. It has been identified that there is a need
for more research in this area to unearth robust methods to deal with all known and unknown attacks.
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